
             INTERNATIONAL JOURNAL 
             OF PROFESSIONAL ENGINEERING STUDIES                                                                                                            Volume VIII /Issue 5 / JULY 2017 

 

IJPRES  
 

 

ABSTRACT─ Mobile sensing exploits information 

contributed by mobile users (e.g., via their sensible 

phones) to create sophisticated inferences about 

individuals and their surrounding and so will be 

applied to environmental observation, traffic 

observation and healthcare. However, the large-

scale preparation of mobile sensing applications is 

hindered by the lack of incentives for users to 

participate and the issues on possible privacy 

leakage. Though incentive and privacy are self-

addressed on an individual basis in mobile sensing, 

it is still an open drawback to deal with them at the 

same time. In this paper, we propose 2 privacy-

aware incentive schemes for mobile sensing to 

market user participation. These schemes allow 

every mobile user to earn credits by contributing 

information without leaky that information it's 

contributed, and at identical time make sure those 

dishonest users cannot abuse the system to earn 

unlimited quantity of credits. The primary theme 

considers scenarios wherever a trusted third party 

(TTP) is out there. It relies on the TTP to protect 

user privacy, and so has terribly low computation 

and storage price at every mobile user. The second 

scheme removes the assumption of TTP and applies 

blind signature and commitment techniques to 

protect user privacy. 

 

1. INTRODUCTION 

Mobile devices like smart phones are gaining an ever 

increasing popularity. These devices are equipped 

with numerous sensors like camera, microphone, 

measuring instrument, GPS, etc. Mobile sensing 

exploits the info contributed by mobile users (via the 

mobile devices they carry) to create refined 

inferences regarding people (e.g., health, activity, 

social event) and their surrounding (e.g., noise, 

pollution, weather), and therefore will help improve 

people’s health likewise as life. Applications of 

mobile sensing include traffic observation, 

environmental monitoring, care, etc. Although the 

information contributed by mobile users is incredibly 

helpful, currently most mobile sensing applications 

accept a little number of volunteers to contribute 

information, and thence the number of collected 

information is restricted. There are 2 factors that 

hinder the large-scale readying of mobile sensing 

applications. First, there's an absence of incentives 

for users to participate in mobile sensing. To 

participate, a user needs to trigger her sensors to 

measure knowledge (e.g., to get GPS locations), 

which may consume a lot of power of her sensible 

phone. Also, the user wants to transfer knowledge to 

a server which can consume a lot of her 3G data 

quota (e.g., once the info is photos). Moreover, the 

user may have to be compelled to move to a 

particular location to sense the specified data. 
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Considering these efforts and resources needed from 

the user, an incentive program is powerfully desired 

for mobile sensing applications to proliferate. 

Second, in several cases the data from individual user 

is privacy-sensitive. As an example, to monitor the 

propagation of a brand new flu, a server can collect 

information on UN agency are infected by this flu. 

However, a patient might not need to supply such 

info if she is not sure whether or not the data are 

going to be abused by the server. Several schemes are 

planned to guard user privacy in mobile sensing, 

however they are doing not offer incentives for users 

to participate. Recent work styles incentives based on 

diversion and auction theories, however it doesn't 

think about privacy. Thus, it's still an open drawback 

to supply incentives for mobile sensing without 

privacy leakage. In this paper, we address the matter 

of providing privacy aware incentives for mobile 

sensing. We adopt a credit based approach that 

allows every user to earn credits by contributing its 

information while not leaking that information it's 

contributed. At identical time, the approach ensures 

that dishonest users cannot abuse the system to earn 

unlimited quantity of credits. Following this 

approach, we propose 2 privacy aware incentive 

schemes. The primary theme is intended for scenarios 

wherever a trusted third party (TTP) is offered. It 

relies on the TTP to protect user privacy, and 

therefore has terribly low computation and storage 

price at every user. The second theme considers 

situations wherever no TTP is offered. It applies 

blind signature, partly blind signature and 

commitment techniques to protect privacy. To the 

most effective of our information, they're the first 

privacy-preserving incentive schemes for mobile 

sensing. 

 

2. RELATED WORK 

In the literature survey section we are about to 

discuss regarding recent ways regarding: QinghuaLi, 

GuohongCao, ThomasF. LaPorta introduced the 

theme that's supported the increasing capabilities of 

smart phones this scheme provides privacy to every 

user by obtaining total aggregate and Min aggregate. 

This scheme uses HMAC based mostly key 

management technique to perform efficiently. This 

theme uses redundancy in security to reduce cost of 

joins and leaves. The scheme deals with restricted 

number of users. Vibour Rastogi and SumanNath 

propose the first differentially non-public aggregation 

algorithms for distributed time series information 

with untrusted server referred to as PASTE. PASTE 

focuses on data processing applications that contain 

an untrusted person that's to run aggregate queries on 

the information. PASTE uses 2 algorithms that are 

Fourier Perturbation algorithm (FPA) and Distributed 

Laplace Perturbation formula (DLPA).PASTE 

proposes a try of algorithms that answer queries on 

time-series information. FPA is used to answer long 

query sequences during parallel means and DLPA 

implements Laplace noise addition in distributed 

way. In this scheme, for communication between 

users and aggregator, a further spherical is needed 

that makes the scheme costly. Elaine Shi, T-H 

HubretChan, Rieffel introduces a system that 

maintains the privacy of every participant and 

considers the untrusted person. In this construction, a 

group of participants sporadically uploads the 

information and aggregator computes the total of all 

information. The two necessary aspects that are 

targeted during this construction are information 

randomization procedure and cryptography at every 

participant or user with separate key. This paper 

describes non-public Stream Aggregation (PSA) that 
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consists of encrypted knowledge of user that is 

uploaded to person. This scheme might not work for 

big systems or we will say construction systems. 

Yang, Zhong and Wright proposes a cryptographic 

approach that's ready to maintain many purchasers 

and their settings and provides them privacy. During 

this frequencies of values are computed from the 

shopper’s information. It do not require any 

communication between customers .Each client must 

send one flow .This theme becomes quite expensive 

if rekeying is needed and thus this theme might not 

be work worthly for statistic information. Shi, 

Y.Zhang, Liu and R.Zhang proposes information 

aggregation scheme that uses information slicing and 

mixture techniques. This theme cannot be used for 

time-series information. The overall scheme takes 

long delays because it takes variety of rounds 

between users and aggregator for communication. 

The aggregation functions are applied to the present 

scheme however it's quite pricey. 

 

3. FRAME WORK 

To achieve the motivation goal that every MN will 

earn at most c credits from every task, our approach 

satisfies 3 conditions: (i) every MN will settle for a 

task at the most once, (ii) the MN will submit at the 

most one report for every accepted task, and (iii) the 

MN will earn c credits from a report. To satisfy the 

first condition, the fundamental plan is to issue one 

request token for each task to every MN. The MN 

consumes the token once it accepts the task. Since it 

doesn't have additional tokens for the task, it cannot 

settle for the task once more. Similarly, to satisfy the 

second condition, every MN are given one report 

token for each task. It consumes the token once it 

submits a report for the task and therefore cannot 

submit additional reports. To satisfy the last 

condition, once the SP receives a report, it issues 

pseudo-credits to the coverage MN which may be 

reworked to c credit tokens. The MN can deposit 

these tokens to its credit account. To achieve the 

privacy goals, all tokens are made in a privacy-

preserving method, such asking (report) token cannot 

be connected to a MN and a credit token can't be 

connected to the task and report from that the token is 

attained. Thus, our approach pre computes privacy-

preserving tokens for MNs that are wont to method 

future tasks. To confirm that MNs can use the tokens 

fitly (i.e., they're going to not abuse the tokens), 

commitments to the tokens are pre computed such 

that every request (report) token is committed to a 

selected task and every credit token is committed to a 

selected MN.  

3.1 Scheme Overview 

Following the same approach, we have a tendency to 

propose 2 schemes. The primary theme assumes a 

trustworthy third party (TTP), and uses the TTP to 

get tokens for every MN and their commitments. This 

theme depends on the TTP to guard every MN’s 

privacy, and therefore has terribly low computation 

and storage cost at every MN. The second theme 

doesn't assume any TTP. Every MN generates its 

tokens and commitments in cooperation with the SP 

victimization blind signature and partly blind 

signature techniques. The utilization of blind and 

partly blind signatures protects the MN’s privacy 

against attacks by any third party. Certainly, such 

unconditional privacy isn't free: each MN has higher 

computation and storage overhead. Setup during this 

part, the tokens and their commitments that each MN 

and therefore the SP can use to method ensuing M 

(which is a system parameter) tasks are pre 

computed, and distributed to each MN and therefore 

the SP. The distribution method ensures that each 
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MN cannot get the report token for a task unless it is 

approved by the SP to accept the task, and it cannot 

get the credit tokens for a task unless it submits a 

report for the task. Task assignment suppose a MN 

has retrieved a task i from the SP via an anonymous 

communication session; If the MN decides to accept 

this task, it sends a request to the SP. The request 

includes the MN’s request token. The SP verifies that 

the token has been committed for task i in the setup 

phase. If the SP allows the MN to accept this task, it 

returns an approval message to the MN. From the 

approval message, the MN can compute a report 

token for task i. However, the MN cannot derive a 

valid report token without the approval message. 

Report submission after the MN generates a report 

for task i, it submits the report via another 

anonymous communication session. The MN’s report 

token for task i is also submitted. The SP verifies that 

the report token has been committed for task i, and 

then sends pseudo-credits to the MN. From the 

pseudo-credits, the MN computes c credit tokens, 

where c is the number of credits paid for each report 

of task i. It cannot obtain any credit token without the 

pseudo-credits. Credit deposit After the MN gets a 

credit token, it deposits the token to the SP after a 

random period of time to mitigate timing attacks. The 

SP verifies that the token has been committed for the 

MN, and then increases the MN’s credit account by 

one. Token and commitment renewal when the 

previous M tasks have been processed, the tokens and 

their commitments for the next M tasks should be pre 

computed and distributed similar to the setup part. 

Note that within the setup, credit deposit and token 

renewal phases, every MN communicates with the SP 

exploitation its real identity. However, within the task 

assignment and report submission phases, every MN 

uses a random name generated by it to speak with the 

SP. The name cannot be connected to the important 

identity of the MN. 

 

4. EXPERIMENTAL RESULTS 

Data collector will generate the tokens directly to the 

all nodes all nodes pre computed by the collector. 

After completion of token generation, collector 

display the Request token, Report token, Credit token 

and Date & time for every node in the simulation. 

These are all generated by using blind signature 

technique which is developed by RSA algorithm. 

Request Token: here, data collector will check the 

authority tokens for particular node and if verification 

success then node is request is accepted by collector. 

After request accepted by the collector, Node N1 

sense the data. After sense the data, node submits the 

data report to collector and encrypted sense data 

displayed Report submission: here, node N1 starts the 

report submission to the collector. After Report 

submission completion, message will be displayed. 

Credit Token: node N1 submit the pseudo credits to 

the collector, which are generated in TTP Pre 

computation phase; without pseudo credit 

submission, collector cannot issue the credit values to 

the Node N1. After completion credit token 

submission, Collector will decrypt the message and 

generate the credit value to the node N1. Join nodes: 

here, we can add the new nodes to get the credits 

from the collector. For that, enter the node name. It 

will add the new node by given node name. After 

added new node, again generate tokens for all nodes 

by the collector using blind signature with RSA 

Algorithm. After generate tokens, collector will 

display the tokens for all nodes along with new added 

node.  Leave Node: Here, we can remove the node 

from the simulation. After removing every node, 

again collector will generate the tokens for all nodes 
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for security purpose. Finally, we can see the 

processing time chart for the TTP-Free scheme and 

TTP- based scheme. 

 
 

5. CONCLUSION 

To facilitate large-scale preparation of mobile 

sensing applications, we planned 2 credit-based 

privacy-aware incentive schemes for mobile sensing 

to promote user participation, corresponding to 

situations with and while not a TTP severally. Based 

on hash and HMAC functions, the TTP-based 

scheme has terribly low computation and storage 

price at every MN. Based on blind and part blind 

signatures, the TTP-free scheme has higher overhead 

at every MN however it ensures that no third party 

will break the MN’s privacy. Each scheme will with 

efficiency support dynamic joins and leaves. 
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